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Description 

Control of desired marketing electronic 

mail through use of anonymous 
recipients and public key infrastructure 

(PKI) 

Cross Reference To Related Applications 

[0001] This application depends upon the patent application 
number 10/708,514, filed on 2004-03-09 at 13:59:39 
EDT, titled "Reduction in unwanted e-mail (spam) through 
the use of portable unique utilization of public key infras- 
tructure (PKI)". Specifically, the "Use of unique keys main- 
tained by third party to end users for classification of 
email" in 10/708,514 allows or proper identification of 
senders, facilitating the future willingness of a consumer 
to voluntarily break their anonymity The "System of email 
forwards to support universal portability" in 10/708,514 
is not incompatible with "Method for providing consumer 
anonymity via secure e-mail forwarding" in this applica- 



tion. They may e unified for users of both systems. It is 

assumed that "Specific email server and client plug-ins to 

be developed to support portability" in 10/708,514 may 

the same as the those that provide the functionality for 

this invention.. This application also depends upon patent 

application number 10/708,968 filed on 2004-04-04 at 

15:28:52 EDT. Specifically, "Methods for delivery and 

maintenance of group PKI" in 10/708,968 allows for 

"Method for support of confidential encrypted marketing" 

in this application 
Summary of Invention 

[0002] The primary weakness of email is its indiscriminate na- 
ture. This is especially true in marketing. Most marketing 
by electronic mail is not targeted. In many cases the re- 
cipient is not interested. Unfortunately, due to the amount 
of unwanted email, even targeted email may be ignored 

[0003] users may hesitate to provide email addresses to compa- 
nies for fear of misuse. It is not uncommon to find re- 
moval from a mailing list difficult, even if it was voluntary 
to begin with. 

[0004] This method allows for voluntary participation of con- 
sumers in marketing email. If an end user is interested in 
a product or service and would like to be contacted, then 



it is possible to register for it. A forwarding rule will be 
created and a temporary email address provided to mer- 
chants that specialize in the area of interest. 
[0005] if the consumer replies to an advertisement, then true 
email addresses can be exchanged if desired. When the 
consumer removes their interest, or when it expires, the 
forwarding rule is deleted with the temporary email ad- 
dress. 

[0006] The consumer then has a freedom that only the merchants 
have had in the past; anonymity and privacy. 

[0007] |f a || email users are uniquely identified by PKI, then this 
method can be enhanced with unique identification of the 
merchants, allowing enforcement of privacy rules. Misuse 
by a merchant can then be detected or reported. This also 
increases the likelihood that consumers will feel free to 
provide their real email address to the merchant allowing 
the relationship to last past the temporary forwarding ad- 
dress. 
Detailed Description 

[0008] a secure server will be setup to allow for consumers to 
register interest in products or services The server will 
maintain the privacy of the consumers. 

[0009] a temporary email address will be created for the con- 



sumer with automatic forwarding to their personal ad- 
dress. This temporary email address will be provided to 
the merchants that provide the products and services that 
the consumer is interested in. 

[0010] The consumer has the option of utilizing the temporary 
address for replies to the merchants, if concerned about 
continuing privacy. 

[0011] Communication with the merchant can be terminated 
when the temporary address expires or when the con- 
sumer terminates the forwarding. 

[0012] jo prevent against abuse by consumers to send anony- 
mous email, they may only be allowed to send to mer- 
chants that provide the products or services on the con- 
sumers list of interests and consumers may be required to 
provide proof of identity. 

[0013] This marketing system can trust unique email email iden- 
tities provided by patent application for "Reduction in un- 
wanted e-mail (spam) through the use of portable unique 
utilization of public key infrastructure (PKI)". 

[0014] |f enhanced by "Reduction in unwanted e-mail (spam) 
through the use of portable unique utilization of public 
key infrastructure (PKI)" then unique identification of the 
merchants, allows enforcement of privacy rules. Misuse by 



a merchant can then be detected or reported. 

[0015] if enhanced by "Reduction in unwanted e-mail (spam) 
through the use of portable unique utilization of public 
key infrastructure (PKI)" then consumers are more likely to 
breach their own anonymity and form longer term com- 
munications with participating merchants. 

[0016] if enhanced by the group encryption email method in the 
patent application "Classification of wanted e-mail via web 
of relationship utilization of Public Key Infrastructure 
(PKI)", then the merchants have the ability send encrypted 
marketing. This provides for the ability to send private 
and confidential offers to a group or an individual which 
would be a group of one. 

[0017] This invention neither requires nor precludes other meth- 
ods of controlling unwanted email. 



